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The current methcdology for conducti--ng compu*Ez R~k

Assessmen-ts withn the Department of the Navy is examined by
studying +--'e theories and philosophies that have evclved

from the perspective of the Federal Government. A review of

the Navyls attitude and procedures for both contzactual

assistarce and inhcusg approaches to c on du ct_4ng Ris k
Assessments is presented, along wit-h a general zfamework for

conducting an assessment of the computer systzms at the

Naval Postgraduate School. Attantr-on is then focused on the

relative merits of automated and manual Risk Assessment

methods, fclioved by an outline of proposed design scpecf-

cations fcr a decisicrn support systam.
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The advent --f ccmputer technology during the previous

two decades has affected virtually every aspe-ct of govqrn-

ment and private idsr.As technological advances foster
the availability of complex systems a-: lower prices, t-hs

* intagraticn of computer systems with governmetal and indus-

trial prccesses is accelerated. Applicaticns of computer

systems range from relatively routine data processing tasks

*such as payroll, accounting packages, and inventory control

to intricate scientific systems controlling space flights

and dec-'sncn support system~s assistilng man-agers in rescivina

unique problems.

The Fervasiveness of this technology has created many

n r.w i ssue- s for managemqnt concern at ail levels of govern-

ment and industry. Among these issues Is the subject of

security. As systems becoms more and more complex, organi-

zations hchuilizs them ara becoming more -and more depen-
den a ,pcn th am . This relationship is forcznci

computar-cenrer management to devote. efforts toward Improved
s -cu rity in all areas: hardware; soft1-ware; communcations;

percrel an amiisration (Ref. 1]. It i*s useful to

consider exactly wha. wze mean by the term "Security" with

respect -to comp uter systems. According to Wylie, seacur it y
4s "a3 state of mind reached when one's assets are receivinq

apprr~-e rce~c.Protection has three facets cf ;qua'

4mportazce. Preventative te-chniquzs are appliad t o.-revzent

the ccuenc of hrets. Detection techniques are applie

to ersuzs that all threat occurence-s are registered.

Finally, fcr every threat occurerce there must be an appro-

priate response."1 (Ref. 21 rhese= d e fi:niJt io ns presant_ a

4frauewczk on wh--ch a computer system sacurity plar. may be
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develcped. It may not be possibl- -o design a system which

defeats every intrusion attempt. However, an adequa-: gcal
for many organizations might be no raise the cost cf unau-

thorized cr illegal use of a system to an amount so high
that it discourages any attempts. While this goal is being

pursued %ith vigcr tcday, con-temporary literature is repl=te

with examples of computer crime. The U.S. Chamber

Commerce estimates that if computer abuse grcws proport. -

ally with the number of computers in operation, ther -  1

he roughly $160 million annual loss by 1985 (Ref. 3].
Government agencies at all levels and privae s =r-_

prisres, esp.cially banks, must be concerned wi-.h the threat

of sabotage and disruption, not oaly -he-t. The financial

institutions participating in th. elictronic fund transfer

sytem (ZEES) in the U.S. handle amounts of money equal to

the national debt every four days [Ref. 4]. The pcten-tial

for .concmic disaster of enormous magnitude exists. The

motivaticn to prevent large-scale pen.=era-on and disruption

of systems such as EFTS is providing impetus fo: security

research.

The need for compute- sys-tm security 's self- Evident.

The magnituie of the problem is enormous. Pa_-rial Sciutics

-o this prcblem are being address=ed in all araas. For

example, scftware hcuses have developsd sophisticated data

access c.ntrol packagses. Many hardwara vendcrs ar=e

including some type of secuzity- t:c:-.l feature in their
products. The issue of computer security, however, s not

confined tc technical considerations ion.. Management must

become intimately involved in :hi - area i meaningful

pzog:ess is to be made. A commitment by -op manage.ment,

clearly indica-ting tc the entire organization the empha-iis

that must be placed uEon security, is ncessary. .anagsment

at all levels must bt involved with determining policy ani

implementing measures concerning th_ organiza-icn of a

10



computer security p rcgram, s ecurit-y admir.tr-a z. c - S~

assessments, personnel P~actices, and aack-up, r-?ccvn~r an-d

disaster planning.

T he federal government, _n clu d iag both civilia:. an d

military agenciOes, is -he largest user of ADP facilirnes in

the ccuntry (Ref. 5]. Compu-te-: uIsage spans a vast: d vq~sity

of applications such as World-iid ?Il.itary Coonmani and

Concrcl Syszem (WWMCCS), Soci'al Security System, communca-

tions, federal Dayrcll and accoun-ting syst-ems, ?--c. T hi-'s
immanse usage has logi-cally gaen: aed intsrsst in tnh

*secur-4ty cf these pa-rticular compuata: syst-ems. in f act, , h,

attention being levoted to the security of covpute: systesms

is so great that the office of Managamert and Budgczt ast ab-

lished requirements in 1978 -.hat, among othIe: things, eve r y
agency ispiementc a computer securi-ty program. OMB also

d def ined a minimum set of controls to be incur-pcratzed into

C each agsncy's computer security. Yprogram. (Ref. 6]

Ccnzcempcr-ary literature: or compute: sacuzlty seems t o be

in agreement in expressing -the view that the bast app~oach

t o ccmputer security is tha 1tota s yst e:m s"I apuzoacm.

Criti:_cal areas which must be examined include hardwaza,

software, users, prcgrammmers, data, input/oatput document.s,

and procedures. Other facets of a syst:em pertinent to a

particular crgan-*zation may also nsed tc be exami:ned. Cne

element of the "t-otal systems" approach i s --he con du ct of E

ri sk assessment.
What is a risk assessment? Many texts offer defin-Jr-onis

which differ slightly in scope and degrese. Pez~iais ths mcst

concise and applicable is Peter 3rcwns's d'aiEf-4a ic n : "tA

* isk assessment is an analytic process designed t-o quantify

the DF (data processing) security r 91u ired by an organ-:za-

tion. It considers the threats t o informat-_'r. and -he loss

-hat -ol cu f a threat were tro mate=-ialize." [Ref. 7]

*The results of a risk assessment eflable an -)rgani~za-:ion to



ccnsider solutions tc security problems which a - q cos--

effective. The solutions may either attempt tc r-duc= -he

probatility cf threats, lessen the effects of var _cus

threats, cr aid in the recovery from a "successful" threat.

An organization may be able to conduct its own internal
risk assessment if personnel assets ars available.

Specialists in computers, security, finance, perscnnel and

operations will be required. Contracts may be utilized with

one of several commercial companies organized -o conduct, or
to provide limited assistance, Un risk assessments. Chapter

Three will address this issue in depth. Of course, the
active participation cf management is crucial.

A risk assessmenz is a dynamic conceot. It Should be
revised periodicaily to accoun- for any changes in squip-

m:,nt software, oprating procedures, or any different

element which might affect the overall security of the

system. In particular, Naval activities with computer
systems are required to update their risk assessments at

least every five years (Ref. 8].
The federal government, as well as business ents-prises,

must approach the security problem in an economical manner.

The ri-sk assessment provids a logical framework to conduct

a rational analysis. Management must p:ovide guidelines to

reach answers to the following questions:
1) What are the specific results requi . r ed; how much

security is required?

2) What is the proper balance between sacurity program

cost and potential benefits?
3) When tradeoffs can be made b=-ween protecticn and

recovery, hcw much affo_. should be expended on

each? (Ref. 9]

Obviously the minimum amount cf security needed Is to
protect those items that are :equired to keep the organiza-

tion coerating. The securi-y manager should incorporate 
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into thez security plan thoss functions which are Suppc=-,esd

by computer facilities aad essen~al to the continued opera-
tio cfth oraniaton. ldditional el~ements may also be

Protected if it is aconcaically feasible for the crgan- za-

ticon. A cost-benef it analysis may be applied tc the
decision-making process concgrniag addi-tional securi-ty

measures.

in a risk analysis situation, it is necessary Ito id en -7

tify and assess the degree of threat against the computer

resources of the organization. '1h a deigree of threat may

determins the nemd for protzction of some asset. Ths amount

and cost of e3ffort to be expended in exam--ning particular

threats should be prccortional to the potential loss caused

by such th~zeats. Threats can usually be grouped inti!-o ons or

more cf the following categories:

1) natural hazards and accidents such as fire, ear~h-

quakes, hurricanes, etc.

2) intarnal accidents and breakdowns such as prcgrammer

and operator -erzors, hardware alreec

3) violent intentional actions such as sabotage,

s-rikes, etc.

4) non-violent i ntentional1 actions such as fraud,

embezzlement, and theft. Caef. 10]

The ptqnti-al loss associated with each threat must also

bs examined . Some consisten~t 4uaanr fying standard must be

applied to each threat so that comparisons between lcsses

can be made. SiilJar to threats, losses may also he grouped

into four general categories:

1) delayed processing- the expense incurred when a

computer application is not processed on time

2) loss of data processing assets- these are the czaa-

n-'zaticnal assets i-n the custody of t.he -data processing

unit. Data are the most valued assats and loss of datLa
may cause irreparable harm.

13



3) loss of organization assets by means of computer

applications-when assets such as accounts receivable,

negctiable securities, etc., are controlled by a
computer, they are vulnerable to fraud and manipula-

ticn.

4) loss of data confidentiality- disclosure of personal
cr proprietary data to unauthorized persons can cause

eccnomic loss, dilution of planning efforts, loss of

emplcyee morale, and legal action. ERef. 11)
The potential threats and the losses associated with each

threat must be considered together. Each pairing of threat

and loss shculd he ranked according to their impact upon the

organization. After this ranking has been developed, the

process of examining cost- effective countermeasures can be

studied.

This chapter has provided an overview cf the nature of
the computer security problem today.IIn particular, the

concept of risk assessments has been introduced and i-s

potential benefits to organizations have been considered.

The subject of risk assessment and related ideas will be

addressed in greater detail in later chapters. Chapter Two

will detail the history and evolution of risk assessment

requirements within the Departmenz of Defense and the

Department of the Navy. Chapter Three will examin- varicus
points which must bhe considered when an organization is

deciding whether to do an "in-house" risk assessment cr to
contract this function with a commercial company. A general

framework for conducting a risk assessment a- the Naval
Postgraduate School will be discussed in Chapter Four.The

framework will be based upon the guidelines promulgated in
OPNAVINSI. 5239.1A. Chapter Five will examine how to

design a decision support system to assist management in

conducting a risk assessment. Basic design modulas wil be

presen=td and some particular problems associated with data

14



.6

base management will he considered. The :Eield cf ccm:i--ar

security in '.neral, and risk assessmer.ts in particular, has

advanced to such a degree that several companies ncw offr:

automated riLsk assessment systems. A brief consideraticni of

these systems and a ccmpariso. of their attributes v--s-a-vis

manual systems will also be presented in Chapter Fi4v. The

final chapter will summarize the pert.nect points ccve~sa In.

this thesis. some ccnclusions will be drawn about the s-tate

cf4 risk assessments in the modern Ozganizational envi-ron-

ment. Lastly, some recommendations to i-mozove the effect-ive-

ness and efficiency of the risk assessment proccess w'!- b.:e

presented.
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II. DE A12-_K OF DE EFJNSEDPARTMENT OF THE NJAVY DIRECTIVS

A. GINEPAL

Frcm the outset, the Federal Govarnment nas bser, a

pioneer iz the develcpm=nt of advanced computer systems.

"The first successful large scale data processing installa-

t ion was made in the early fifties at the Census Bureau, and
the initial impetus toward programming languages for usi-

ness applications came from Department of Defense suppcrt of

the COBOL programming language in tha sixti s" [Ref. 12].

From that pcint cn, the rapid growth of computer technolcgy

and the gcve.rnment's reliance on accurate computing systems

rose at an -xpon-ntial rate. Poor accounting azd managerial

contrcl p:actices, hcwever, have brought about extreme inac-

curacies in the data partaining to computer hardware and

software inventories held by the Federal Government. In

1976, estimates of the amount of money spent on da-ta

processing were decidedly vague. "The General Acccunting

Office (GAC) was able only to bracket Federal Data

Process.ing spending as between $3 billion and $10 billion

annually. Mcre recently, the Office of Management and Budget

(OMB) has cited a figure of $5.5 bilion, and the General

Services Administration (GSA) has estimated the cost of

software development and maintenance alone at $2.2 billion."

(Ref. 12] A large percentage of these axpenditures were
attributed to the DCD. In 1991, tae number of installed

computer systems was estimated to be around 15,000, while

the number of personnel working i-. the computer field was

estimated at 100,000 [Ref. 12]. These figures, howev-ar, are

gross approximations.
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Since the scienca of compute= tachnoloqy was a rltv~

naw phencmenon at the time t6he goverrnment- began to xl:

it s pCssitiliti-es, the davslopment off govsrnmen:t computer

systems was done in a rather piecemeal f as hion, wi1th -ltle

regard -to the managerial aspects of daslgna.ng and imple-

menting computer systems. The emphasis was on buying/

de-velcping and getting the systems Into operation as fast as

possibls in order to show that a functional entity had

resultel from all th=e monetary ard personnrel rascurces that

had be-en expended. As a result of thiz mismazagement (or

rather an-management) *go vernment: a gancees were faced with

comp)uter: systems that were inflexible, inaccurate, and

subject to rapid obsclesence. The public outcry over the
amount of tax dollars spent on mismanaged computer resources

led the Federal Gcvernment to issue policy dir=ecti ves

addressi-ng computer management from t he in-t ia-t or of

requirements analysis to final test. and Amplementaticn.

B. GCVRRNIIENT CONCEINS

At atout thi;s same time, there was a growing concern

over the security vulnerabilities :naheren:. :n these mew

computer systems. Although hardwaze and software technology

had been progressing at a rapid rate, lie conside -ato.

had been giver, to cciputer securit technology. However,

with the Ercoks Act ofi 1965, the Office of Management and
Budget (C 11 ) had been as signedrsosblte o h

oversight and policy-maki-mg funct-.oas applicable mo computer

syst-ems development and acqu's':-on. Thus, 11in7 1972, -- M

urged private inlustry -- hardware3 manufactursrs, software

houses and related service industri-ej -- to make greater

capital investments in computer seaurity. At -the time, the

Federal Government was concerned that ins inability to

protect data In computer systems -- excep: at very great

17



expense -- was limiting its abili-ty -o realize the berefl:s_;

cf technclogy." [Ref. 13] In December of that sam- y-ar,

the Department of Defense issued D3D Directive 5200.25 ern-i-

tied "Security Requirements for Automatic Data Processing

(ADP) Systems". The purpose of the directive was tc estab-

lish "uniform policy for protecting classified data stored,

processed, or used in, and classified information communi-
cated, displayed, cr disseminated by an Automatic Data

Processing (ADP) System" [Ref. 14]. Although DOD 5200.28
does not directly address risk assessments, it does require

that the heads of DOD componezts provide for -h.h appointment

of an ADE Security Officer, who will la-ar play an import-an-

rcle in conducting risk assessments for Navy compu-e:r

facilities. I

In the mid-1970's, OMB became even more concerned with

encouraging the growth of computer security technology since

the Privacy Act of 1S74 set "forth a series of requirements
governing Federal agency personal record-keeping practices"

[Ref. 15]. These requirements increased -he need tc provide

security for the personal data maintained in Federal

compute: systems.

C. LEGISLATION

The Brccks Act also assigned otner agencies respcnsibili-

ties for contributing to the Federal ADP Programs. The

National Bureau of Standards (NBS), under the Secretary of

Commerce, was tasked with providing "leadership, technical

guidance, and coordination of government efforts in the

devalcpment of guidelines -nd standards" (Ref. 19]. in

'The terms "Risk Analysis" and "Risk Assessment" can be
used interchangeably'. While early government directives used
"Risk Analysis", i Is now mole common to use "Risk
Assessment".

18



areas pertaining to ADP and ADP Security. The basic philo-

sophy behind the NBS work in ADP Security was reflected in

Federal Infcrmation Processing Standards Publica.ion (?IPS

PUB) 31 of June, 1974: "Data confidentiality and computer

security are dependent upon the applicaio n of a balanced

set of managerial and technological safeguards. Within the

context of a total security program, the NBS is pleased to

provide guidelines for ADP Physical Security and Fisk

Management avilable for use by Federal agencies '" (Ref. 19].

The ccncept of Risk Manaaemen- was introduced at this

time to provide federal agencies with guidelines for

applying management principles to the risxs associated with

the acquisition cf hardware and software. Although FIPS PUB

31 specifically addresses physical security programs, it

also touches upon prccedural aspects, contingency planning,

supporting utilitias, computer reliaoili-y, disaster prob-

abilities, security awareness programs, and risk analysis

methcdolcgies. This publication was one of the first to
provide specific recommendations or. implementing comprehen-

sive computer security programs. It is important to note,

however, that its contents were strictly composed of recom-

mendations an J guidelines - they did not constitute a

government directive mandatn computer security require-
ments on government agencies. The publicatirn was edited by

Susan K. Reed of the Systems and Software Division of NBS.

She later authored a government document on conducting risk

analyses which would be included as an addendum to DOD

5200.28-M, the Department of Defense ADP Security Manual.

This manual will be discussed in mor- detail in a subs-.quent

seclion.

It is interesting to note that FIPS PUB 31, published in

1974, covers in great detail those security practices that

ara advccat-d by more recent publications. Unfortunately,
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the publication has been overshadowed by current -ir ves

that dictate what must be done but not how to dc it. For

example, conventional risk assessments require an analysis

cf the pctential threats to an ADP facility caused by wind-

storms, hurricanes, and tornadoes. Such information could

conceivably be obtained from the National Weather Service,

but it is already prcvided in FIPS PUB 31. In Key West,

Florida, tc be specific, the annual probability that a
hurricane will occur is 13% (Ref. 20]. This figure could be

used as direct input to the thra-at analysis form for -he

current CCD-advocated risk assessment methodology.

Tc start a security prog-am, the FP1S encourages all

government agencies to "Derform a preliminary risK anal.yzis

to ident.fy major prcblem areas and salect interim security

measures as n-eded to correct major problem areas"

[Ref. 21]. The idea behind this is -hat, siace computer

security is an ongoing process, the most obvious securit.y

problems should be handled in an expedirous manner - agen-
cies need not and shculd not wait until a comprehensive risk

assessment has been ccmpleted prior to tackling the serious

security prcblems. In the meantime, a preliminary assess-

ment should be done to help isolate thoss problems.

The actual risk assessment methodology presented ir the

FIPS is a sound one. It gives an excellent overview of the

means by which a risk assessment may be conducted, complete

with charts, tables, and figures that the user may apply in

calculating the final Annual Loss Expectancy (ALE) va.ue.

However, the publication is somewha- weak when it comes to

describing the format or layout of an agency's actual risk

assessment document.
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D. DEFINITIONS

Before going into the specific risk assessmen- 3e-hcl-

ology outlined in the FIPS, it is appropriatz. to leffine

certain terms which ars common to most, if not all,

government-endorsed risk assessment ma-hodologies :

7HREIT -an overt or covert activity which may cause

lcss or: damage tc a computer facility;

LOSS -the potential for being danri-=d -f comoutzr

assets or services;

VULNERAB3LITY -th. weakness inherent in a c~mru-er

system, which makes it susceptibl -o loss or damagz.;

ANNUAL LOSS EXPECTANCY (ALE) -an 2stima-:e of the arount

of money that a computer facility coild pctentially
lose Jn a year if threats against tha facility w-ra

realized.

E. PIPS PUB 31 METHCDOLOGY

The FIES methodolgy is basically a th.ee-step process :

1.) Make an estimate of the potential losses to which the
compue:zz facility is exposed; 2.) 2ertfrm an analysis of the

threats which may be made against th facility; azd 3.)

Combine the estimates of potential loss and probability of

loss tc produce an ALE value.

1. Estimati., Loss

Step one, estimates of potential losses, to be

done in terms of five distinct categories : "(1) physical

destruc-ion or theft of physical assets; (2) loss or
destruction of data and program files; (3) taeft of informa-

tion; (4) theft of indirect assets; and (5) delay or preven-

tion of computer processing" (Ref. 21]. The end prcducns of
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this proced ure are an ident if ica-..-onr of t-he computer= faci-41
ty's assets and dollar values for loss estimates.

Cfth fvectegories listed, the fir-st is undeoub-

redly the most straightforward. Replacement costs -6"o such.

items as hardware, communicati.ons equipment, suppli ss, and

the building itself should be sntered into the co-mmanl's

inventory files as required by GSA. Unfor-unately, many

fledaral agen~cies have neglected to maintain inventory files

over the years. one of t h- fr-iga benefits of a risk

assessment is that such inventories must be ganerated, thus

enhancing a command's resource managsment: capabili-ties.

Once these inventories have been made available, tha ast.A-

mate cf loss for a particular piece of equipment corresponds
to its re-placement CcSt. For example, if a high-speed line

printer ccsts $5000, than its loss esti._mate would be the

same - the command has the pot:?ntial6 for losing $5000 if the

printer were to be destroved or stolen.

In the sicond and third cat:egories, loss or destruc-

tion of data and program files and theft: of information, a

great deal cf ambiguity occurs. Th.e .uestion which must be

answered is : What is the value of the data contained in the

compute: system ? Thi.s is a questi--on which Ahas reciived a

great deal of att_-nticr. in recent: ysars. The Commander,

Naval Data Automation Command (CO'L4AVDAC) , spent rx siqnJ.ifi__-

cant amount of time and money in t:rying toc bring t:hr- ques-

tion of th e value of data in.t o psrsoectn._4Va. Some

consideraticn, was given to standardizing data value based or.

the number Cf lines of code and/or security classif icatiLon.

04A single line of code in a 100-linea program file might be

valued at $10, for example. The loss or destruction cf the

file vculd thius cont=Jibutea $1000 to the ag-ency's ALZ. In

essence, it would cost the command $1000 to :eccnstruct the

file. In a similaz manner, a word of SECRET or TOP SECRET
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cede, if compromised cr stolen, might be valued at i100 and

$20 respectively. By standardizing these values, ccmpu-ing

the ALE for most types of computer software would be a

simple matter of mathematical calculation, with lines of

coda (the amount of money it would ccst a programmer to

reproduce the code) being an absolute value, and classified

code representing a relative value. In theory, such methods

have a sound basis. In practice, however, the application

cf such methods has proven to be rather unrealistic. In

fact, CCMNAVDAC has recently abandoned :ts a-ttempts to

provide for standardization in favor of more practical

methcds.

"If -he ADP system is used to con-_-cl other assets

such as cash, items in inventory, or authorizatio. for

performance of services, then i+ may also be used to s-al

such assets." [Ref. 22]. These assets are known as indi-

rect assets, and their loss estimate corresponds -o the real

value of the asset.

In estimating the pctenti-a loss caused by -t.he delay

cr prev-rticn of computer processing, several consideraticns

must be addressed. Some losses may be estimated in a rela-

tively straightforward manner. Obvious examples involve a

failure to process payment checks promptly, thereby

preventing the exercise of a prompt paymen- discount under a

procurement contract, or delays in an inventory system which

may lead to idle manpower at a warehouse [Ref. 22]. In a

situation wtere a ccmputer facility functions as a service

agency, the loss estimate would be bas=ed oa -he revenues

lost as a rasult of the customers being denied access to the

computer system. On the other hand, "...,"n those situations

where a delay would more or less halt operations of an

agency,...use the daily operating cost of an agency as a

rough rule-of-thumb esti mat.e of the cost of delaye

processing" [Ref. 22].
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In gareral, there are time ranges or limits within which

loss estimates will differ. If service Is deni.ed but -ne.

system can te brought back up with.n a zreasonable amcunt of

t-me, it is possible that no loss will be inc'irred luring

that time p:--iod. However, after a certain pazicd of tim

during which the computer system has not bsen returned tc

service, losses will be incurred, and in general, such

losses will grow in proportion to the duration of the da2.ay.

The FIPS PUB stresses the importance of establishing this

"maximum Inc loss' delay time and an qs-ima-:= of the median

ime to reccnstruct the ADP facility after otial destruc-
tion" (Ref. 22]. Once these time/cost boundaries have been

-I
TABLE I

Loss Exposure

Loss of Theft cf rhef- of Delayed
Task Data Info. Assets Process-nj I

Yes No No Extrem-

P y. s Yes Y ss Mcodsra-

P N0C Yes Yes Moderate

T No Ys Y-s Low
S No No No Very Low

made, then the time period can be divided into varicus

ranges and loss estimates can be assigned accordingly.

After conducting a preliminary es-imate cf all potential

losses, the task might be simplifi.d by presen-:izg the

collict.d data in tabular form, as shown in Table I

extractad from FIPS PUB 31.

24



TABLE II

Sources for Threat Inforaation

sources Sf
Thrlat In formiatl.:n

Firq Building fire mar-
shal ana local fir'e
department

FloodAr-Iy Corps cf
Engineers

Earthquake N ational Ear-
~uake IzfcrMation%

Windtor Natiomal Oceanic

Weat:her Se-rvi.ce
0Off i ce
and local public

Aiwr Faidlure Buildi'ng Engirnee:
Airr Condi aiy ntica -,g Fanlr n ~ ccni

t.; l1 ver
Ccmmunica- Fsdera- Tsle-
tias Failure communica:ons

S Yst c-:, building
and l:cal telrp hore
coagparly

ADP Hardware Ha: wvare vendors
Failare and Federal Supply

-. I Intrudsrs, Buld-n nnaer
Vandal, etc.securli:y direc-tor
Vandal~etc.and the office of

FsdEral Protective
Sezvica PHIL-

Ccniproxisi ng 14aAa?- slr

FaiseraJ. Prct=ct.. ve
Service lan-

Intenal k~ftagemeri:, GSA.
Intenal isftSystem~ Dzssign, I=-or lisuse teniAudlt and

Personnel Division
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2. Evaluatinr Threats

In grcceeding with the second step of the rsk

assessment, that of evaluating the -hreats gainst -he ADP

facility, the ADP Security Planner (--a. the person respon-

sible fcr ccnducting the cverall risk issessment) shculd

solicit the help of fire marshals, hardware vendors, cther

goverrment agencies, in house personnel, and/or any agency

or person who might contribute inpu-ts to a threat =.valua-

tion. Table II prcvides a list of sources of information

for different categories of threatcs.

Although the FIPS gives little information on the

specific numerical figures to use in quantifying threats, :t

does provide specific guidance on determining threa-t prcb-

abilities. Figure 2.1, for example, a seismic r-isk map of

the United States, gives the user a rough idea of the long-

term hazards caused by earthguakes.
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3. Cacuatg 11he Anual Loss E~pectancy Au

The final step in the risk assessment prccsss

itself, although follow-on acticn is understood., inrvclvs

tle determination of the ALE. This can be accomplished (and

most readily undarstcod) by constructing a ma.rix of threats

and the Icsses; which might be associated wi-th them. Table

* III shows a computation for estimating the xpected lcsses

that zightz be caused by fire damage.

Ccnstruction of such a :abo.. is a common Procedur;e

in c-ra+ticns research and maragement sciencec w here zhe

*objective may be to sialmize losses (as in Pth's case) or
Maximize F:ofits The occurrenzce P~obabilizties shown (. 10,

.05,.005) may be derived by analyzing the facility's firs

safe-ty precautions, a procedure for' wn~ch the FIPS PUB gives

detai'led guidance.

The dollar amounts f ot loss may be computed as

described earlier in the chapte9r. once these figures have

been made available, estimates for- the total potentlal loss

and the annual loss for each category can be calculated b3y
multiplying t-he cccurzencs prcbab--ili'-y by ths loss figures.
Similar tables can be cornstructed for t.-,uza' disasters such

as earthguakes, torradces, volcanizc erupti-ons, floods, and

others.

Upcn completion of the esti-mation of the ALE for all

categeries of loss, -the securi-ty manager should have a

clearer undserstanding or the coupling of -:h=?ats and losses

withi-;n his facility. He iJs then in a positicn to prioritize

*his work in the area of computer security countermeasures.

Ia general, remedial measures should be applied to: those

areas in which the loss potential Is the greatest. T h -e end

result, thsn, of the risk asse ssment: pzocess is a cost-

*bensfit analysis of expending flunds towards the "securing"
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f! II
TABLE III

Estimating Fira LossI I
I I

$=000 3300 MaleO1
=0 I

dius =000 3&0000
GW .ms 1. 5,000 -.R UGFO2.000
TOM 19oo o000 mow 2OOO0

,Uuw mdl $ 9.T0 $ "a $ ulo I
- - I

of a specific co0puter securi weakness. If, for exa100 e,

the ALE !cz building damage ca ,0 d by fre Js . 9,700 ,

agency should be willing to spend -ap -::c that amount i-
providing rtmedial measures to lessen that loss pct -i .

The risk assessment wil! thus provide the security manager
vith the ammunition he needs to g--: top management supprt

on funds for srcurity countemweasues.

The prcb-ding synopsis of he FIPS aerhodoyogy might sem

o be, as presented, a rlaively sztonghtfo swand poociss.

Ho wever the FIiS n UB clearly saes, o .his ims an t a n

exact science. Indeed, it is quite likely that one will
have_ tc reappraise threats and losses more than cnce,

conc.ntrating on the areas initially identified as mcst
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critical, before the loss expectancy estimate reacn:c a

satisfactcry level of confidence.", (Ref. 23]

The level of detail provided fcz the above FIPS PUB meth-

odology will serve as a point of refaeece for desc:riptions

of subseguent methodologies. Ot her r-sk assessment me-tho-

dologies will be discussed in terms of how they differ from
the cne described in PIPS PUB 31.

P. SUBSEQUENT GOVERNMENT DIRECTIVES

Shortly after the release aOf FIPS PUS 3 1 the P=4ivacy Act

cf 1974 was enacted. O!3B Circular A-106, disatributed six

months later, was written to assign responsibilitifes for ths

security cf the perscnal records mainmained by Federal age-n-

ci.es. Under this directive, the ta:: "system ofr:eccrds"

was defi-r~d as "...a group of any records under the control

of any agency from which information is retrieved by the?
name of the individual or by soma identifying number,
symbol, or other identifying particular assigned to t.e

- idividual"l [Ref. 16]. Since compute: and word processinq

systems are perfect veshicles for data storage and retriceval,

Iit was and i's only naturil that they would be used fcr the
aintanance of perscnal records. --z frher mandated

that reasonable administrat-vs, trechnical, and physical

*safegua.rds are established to ensure that pzrscnal records

are only disclosed to those who ars authorized to have
access to them (Ref. 17]. This implies thtsecurity coun-

termeasures must bF ina e f: act for ail federally-wmed
computer systems maintaining personal data;-. The directive

*also required that the GSA "revi-se- compu-ter and telecommuni-

catiocns procurement policies to provide that agencies must

review a11 proposed equipment and services procurement6s to
assuar e ccmpliance with applicable provi.s-ons of the A ct"

*(Ref. 18]. This was the first of many goverrment diZrqctives
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requiring that federal agencies address security issacs in

their couputer develcpmenr and acquisl-icn pians. Hcd.ver,

outside of FIPS PUB 31, the distribution and knowldga of

which was very limited, -he Federal GovernmAn. was slow to
document specific pclicies and procedures for implemen-ing

computer security prcgrams.

Finally, three years later in July, 1978, OIB Circular

A-71, entitled "Security of Federal Automated Information

Systems", was approved for distribution. in general, the

purpose cf A-71 was tc promulga-e "policy and responsibili-

ties fcr the develcpmenn and implementation of ccmputesr

security prcgr-ams by executive branch depar=-ents and agen-

cies" (Ref. 24]. This circular documented -he requirement
that pe-icdac risk assessments be conducted by each federal

agency cperating a computer facility. Although A-71

provided no guidelines on how to conduct a risk assessment,

it did require that a risk assessment be ca:ried cut or
revised under any of the following conditions :

1.) pricr to the approval of design specifications fcr

new computer installations;

2.) whenever there is a major change t: the physical

facility, hardware or software.; or
3.) a- periodic intervals of -ime, not exceeding five

years, if no risk assessme- has been performed dur-

ing that time.

[Ref. 25]

This dir.ctive had sericus consequences for all federal

agencies. For most agencies, the third condition was the

one under which the risk assessments would be conducted.

Those agencies which had yet to perform a risk assessment
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interpreted the condition as meaning -shat thsy had a f--ve-

year deadline on tbe rsquirement. Unf ortunately, thI S

slowed response from many federal agsncies.

To prcmulgate the requirements of A-71, the Department of

the Navy issued OPNIVINST 5239.1 in April, 1979. This

instructicn specified the A-71 requirements for all1 DON

activities. Although the instruction di*:d li-ttle to augment

the pelicies provided by A-71, It did requi-,r-e that all DON

act V.&t.-ez operating computer inszallaticns aDppc-nt an ADP

Security Cfficer who would be rasponsibla for srnsuring mhat

a risk assessment wculd be conducted o:: a per-iodic basi"s.

Two relevant enclosures that were izclud?4d as part of

CPNIAVINS! 5239.1 were DOD 5200.28-1 entit:led "Techniques and

Procedu es for Implementing, Deactiaig Tsstin, n

Evaluating Secure Rescurce-Sharing ADP Sy stesms" and a ser=t

of guidelines for ccnad uc t Ig zisk assessme=nts which was

edi-ted by Susan K. Seed. The former, const!:i;tuting tach DOD

ZADP Security 4anual, provi-d=d standazdized guidelines for

sa-curing computer systems - itC did not address risk assezss-

ments; the latter, howsve r, provi-ded an excellent genr,==_c

framewo--k fcr conducting risk assassmqnts. It's mri-t was

more in facilitating rhe security officer's undez star di4rg of

the ri-sk assessment model than in ths actual methodoigy

proposed. The technique presente-d by the methodology is

similar tc that presented in FIPS PUB 31, but Is a more

mathematically-oriented model. These guidelines were later

released in August, 1979, as FIPS PUB 65, "GuidezI n e f or

Automated Data Processing Risk Analysis".

G. FIPS PUB 65 HETHCCOLOGY

In gene-al, FIES PUB 65 "explains ths reasons for

performing a ri-sk analysis, details -the management involve-

ment necessary and presents proccedares and forms to be used
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*for risk analysis ard cost affzec:-4vz evaluation of Safa-

guards" (Ref. 26]. Unlike PIPS PUB 31, thi-ds NBS publiication

gives no guidance on estimating specific loss prchabiliti.es

(is. there are no seismic risk maps or tables with hurr-cae

probabil~ities for various regions) , but it does provi4de a

bstter arnd more detailed explanation of the quantitative

measures and forms required for a risk assessment. I n

short, PIPS PUB 65 covers the aib-iguities prssent In FIPS

PUB 31. The two in ccmbirati-oa provide a powerful framswczk

under which a viable r-isk assessment can be ccrducted.

Like most methodclcgies, -the one advocated by FIPS PUB 65

reccmmends that a preliminary security analysis be prnrformed

in order to identify a ccmputer installation's assets,

threats, vulnerabilities, and thus, the facility's security

posture. Thr-es spcecific pzoducts will1 result f-cm this

preliminary analysi-s:

1.) a list of asset replacement costs;

2.) a list of threats to which the facii-y is vuiner-

atle; and

3.) a List of existing securi-ty measures. (Ref. 27]

T1'hese products, once assigned quantitnative measures, w ill

form ths: basis fcr the computation of the ALE (s).

The next step In the FIPS methodology is to quantify the

measures for impact and the frequency of occurrence for

threats. I he impact cf an Avant is defi-ned as the exact

amount cf. damage it could cause, while the fr-equency of

o ccurrence refers tc the exact number o f ti-m es the event

could occur. [Ref. 28] The common denomina-tor selected for

the measuzes is monstary value, and a year is the timp

period against which frequencies of cccurrence will be

qassessed. To simplify such quantizative measures, estimates
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for impact and frequency are rcunded off to factors cc -=_.

The range cf measures for both ca-egories is shown . ir Tat1e

I TABLE IT
!. Orders of magnitude of Estimated Impact and Frequency I

I MPACT:
$100

-:.." : I000
$10,000$100,000

$1 000,000I
$I0000,000$ 100,000,O000I

FREQUENCY:

Once in 300 years
Once i n 30 years-- " ~~once in 3 years (1000 days) Oc nI y
Once in 10 days
OP.- Oc e per lay
10 times per (lay1
100 times Per day

The FI:S emphasizes that round.ag off the figures will

not have a significant effect on the overall ALE. The reie-

vance lies in orders of magnitude rather than in absclu-e

figures. Thus, "there wili be noG signif'cant difference in
the overall exposure. whether the damage from a certain event
iS estizated at 1110,000 or $1,45,000... (or) . .. the

frequency of an event is expected to be twelve times a year
cz thirty" (Ref. 29]. Once he impact &L- fequency

measures have be-n determined, the ALE can be readily calcu-

latsd usitg the following formula
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LOSS - IfPACT(I) x FREQU!NCY OF OCCURRENCE (F)

To use this fcrmula, however, it is first r.necessary to

index T.he impact (i) and the irequency (f) meaur-.s focm

Table IV. The resulting indices are shown in Tanle V.

TABLE V
II

Table for Selecting of Values of i and f I

If the estimated cost impac-t of the -vent is

$10, leti = 1
$100, let = 2

$1000, let 3
$I0,000, let i = 4

$100,000, let 5
$1,000,000, let = I1 :o00oo:0oo, lati = 7

$10C,000,000, le1 8

If the estimated frequency of occurrence is
Once in 300 years, !et f = 1
Once In 30 years, !et f = 2
Once 4n 3 years, let f = 3 I
Once in 100 days, let f = 4 I
Once in 10 days, le- f = 5 I
Once per day, le- f = 6 I
10 times per day, let f = 7
100 tmes per day, la- f = 8

To use -he indices in the previous equation, -hey must first

he related to Impact (1) and Frequency of Occurrence (F).
Such rslaticnships are expressed in the following equa-

tions
i

for Impact, I = 10

fcr Frequency, F = 10 /3 = 10 /3000
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Thus, if the impact of an event is estimated at S100 (i=2
1 2=from Table V) then I = 10 =1 = 100. Simil rly, i the

frequency cf occurrence is estimated to be once p-r day
f 62

(f=6) then F = 10 /3000 = 10 /3000 = 333. 3.

Consider the follcwing practical example, whsre the

potential impact of a hurricane is $100,000 in damage to a

computer facility, and the frequency for a huzricans 4s once

in thirty years. The ALE would then be computed as follcws :

I! PACT : $100,000 (i=5)

I = 10 = 100,000

FREQUENCY : 1/30 years (f=2)

2
F = 1C /3000 = .0333

LCSS: I x F = 1CC,000 x .0333 = 3,330

Thus, the ALE resulting from a hurricaze wculd be approx-

imately 13,000.

It is no+ necessary, howvever, -c compute the ALE using

these tedicus and cumbersome equations. The FIPS PUB
provides figure 2.2 to facilitate .he process. The ALE for

particular event can then be fcund at the intersection of

the values estimated for impact and frequency.

When all ALEs have been calcula-ed, the FIPS PUB suggests

that the approach to the remainder of the task be done in an

crderly and structured manner. In short, it recommends that

"...the risk analysis task is better approached from the

standpcint of the data files, or applications systems, of

which :tere is a finite number" (Ref. 30].
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j_ 1 2 3 4 5 8 7 8

$10 1 ____ -- $300 $3,000 $300k

$100 2 $300 $3,000 $30k $300k $3H

$1000 3$300 $3,000 $30k $300k $3M $30M

$10,00 5 30 $,0$30k $300k $3M $30M $300M

$10,0000 8$300k $3M $30M $300M

Fiue2.2 Combined M~atrix of i, f, and ALE.

Intrso !uhI ataecn Suchins -:h p~ub±l:::iz

discsse the-3conditions wh.Lch mi-ghtreutiathat-c

a cp~zsystem wei reali-zad DATA INTEGRITY (eg.

desrucicnorunauthorized modif~.cations -o data) ; DATA
CONIDNIALTY(ise. acompromiae of classifisd data) ; a=rd

ADP AVAIIABILITY (pertai-ning to the amount cf tiJme ha z a
comute sytemcan te returned to service aftesr failurs)

00 siplif therecord-keeping aspect of the process, but it is
onl asuggestion - if used, it should be formatted or
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On this particular worksheet, data files a: a listad ssra-
rately, and arranged by applicati-on. Impac-! aril fr=eq-ienrc7

estimates and ALE(s) for each category of -hriat arez -,hen

lisr:ed alcngside t6he associated file. A comment:s col.umn --s

provided to allow for an amplification of the figures shown.

As an additional guide to using these work sheet!s, the FIPS

PUB presents a practical example (for a small orarlz aticn,

of a ccmilete risk assessment.

The FIZS PUB attempt to structur-e the r_ Sk assessment

process adds a degree of credibility to the overall methcd-
ology. Hcwever, it is unreasonable to expect thatz t-he Whole

process can be carried out as a "cookbook" moethod. There

are definits limits to structuring such a task, pazt:4culanly
in areas such as identifying and estimating mhe threats

against a facility. In short, "1ADP risk analysis Is a tsch-

znique which relies heavily cn the intui.tion, experien-c- and

technical knowledge of the team members" (Ref. 30].

H. CURRENT DIRECTIVES

Approximataly a year after the release of FIPS PUE 65,

the NES distributed a ten-page document en ti4tle-ad 11 R-s k
Analysis Standard". The purpose of this document was simply

to1- standardize the term-iology and concepts behind the DOD
philosophy for conducting risk assessm:ents. It d id n-ot

supply 1n spcfc quideli nas or met hodologieas.

Finally, In August, 1982, thP DON approvetd and di~st-4i

butred CENAVINST 523'9.1A, a full and :;c inp he zs.Lve -aa ala

describinq the Navy's AD? Securit*-y program. A siL-gni~f -cant
pc rt1: c -f this manual addresseste approved DON risk

assessmsnt Tsthodolcgy, completez wit-h formns and specific

dire;ctiocns. The procedural aspects of this met -hcdology will
be presented as a practical framework for a risk assessment
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that could be ccnduc:ed at the Naval Postgraduate Schccl.

in Chapter 4.

This chapter has describ d how the cu_-rently-a proved DON

methodology has c-volved over the years. Figurs 2.4 shcws a

time line cf tha events leading up to the listribu-ion of

CPNAVINST 5239. 1A.

04"
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III. IN-HOUSE VS CONTRACTUAL SUPPORT

A. GENEEAL

With the distributicn of OIB Circular A-71 ir 1q78 came

the requi=ement that a "Risk Assessment" (sometimes :efr=:ed

to as a "Risk Analysis") be conducted a-: ach computer

installation operated by a federal agency. While the risk

assessment methcdolcgy currently recognized within tae

Department of Defense is a manual sys-3m, there are commsr-

cial software packages available, no-ably PANAUDIT by

Pansophic Systems, which could facilita-tz the "number-

crunching" aspect of risk assessments. Unfortunately, this

particular software is only IBM-compatible, and thus has

-limited application -c Navy computer systems.

In the past few years, numerous government directives and

guidelines cn me-hodclcgies for conducting risk assessments

have been disseminated. Many of -hese have resul.ed from a

joint ;effort on the part of government and commercial

industry. In 1977, in an effort to perfect a more concise

methcdolcgy that could be applied to various sizes and types

of ccmputer systems within the Department of the Navy,

COMNAVDAC let a conra ct Wi-t Systems Development

Corporation (SDC) to develop and document such a methcd-

clogy. This contract, involving contrattor support

services, falls under the Policy/Program Review category

outline.d in NAVMATINST 4200.50C. The justification for

contracting cut such a service was undoubtedly a matter of

the expertise held hy -he commercial marketplace. The
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result of the Contract with SDC is containead in NAVDACIIST

5510.1, the Department of the Navy ADP Securit-y M1anual.

While still in draft form, the distribution of this manual

will serve as an excell~ent reference for those Naval agen-

cies about to initiate a risk assessment.

1. T z edfrCnrata qpr

Many gcverrment di'rectives pertaining to ADP

Security Frovi de guidance on the in-house Personnel an
agency must use to form their risk assessment team. S -c h

personnel gene~ally include representatives from ADP

Operations Management, Systems and Applicar"ons Programming,

Hardware Maintenance, Comm un~car"ons Engi.neer-'ng, Internal

A ud it1ing, and the Security Staff. Since a comprehensive

ri.sk assessment is a time-corsuming process, diver-ting the
servcesof hese individuals from their normal duties could

well create a hardship within their divisions or depart-

ments. This potential hardship was rscognzezd by personnel
atNACA hobeant consider the possibiliti4-es of

allcwing for contractual support in co.nduicting risk assess-

mants. Although previous directives only discussed

conductin-g risk assessments in terms of using in-house

personnel resources, NAVDACINST 5513.1 mentions that quali-

fied ccrt-ractors may be used Wi th oriocr approval f rom

NAV'D AC.

2. A Ero for a Cont6racted Risk Assessment

in early 1980, personnel at the Fleet Numserical

Oceancgraphy Center (FHOC) in ilontersy, Californi-a, began to

have serious doubts about their ab-li-:ty to conduct an

in-house risk assessment. Tha computer configuraticn at

FNOC, consisting of numerous large-scale mainframes, ccmmu-

ricaticzs networks and dlevices, minIcomputers, and pen4-

pherals, was extremely large and complex. It would be very
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d,:f f icult to spare the key personael naeded on t .Sk

assessment team 4:rom their everyday daties. W-t6~

mind, the ADP Sacurity Officer at FNIOC wrote -:o N AV DAC

asking fcr guidance cn using contractor assistance. N AVD AC

which had been giving this issue a great deaal of thougnt,

decided tc use FNOC as a prototype for future contracted

risk assesszent effozts. To this eni, NkVDAC offared to

lend technical assistance, provide liai4son with the

ccnt:racTor and otha.r knowledgabla. governmentr ag-ir.cies, and

oversee the gntire process. The government agsncias --: he

involved (d-&:rectly o: 4indir'ectl.y) I a tha process are those

shown iz figure 3.1, wh--ch was extrzacted from NAVDACIJST

5510.1X (Ref. 33]. These agencias roughly paallthcse

which play a key role in fede ral acguisirtion pclicies and

procedures.

3. S-tandard--zati*cn in- Ccrnractad Risk Assessments

While the end result of this contract effort was to

be a ccmpleted risk assessment, it was also servinq as a

s-tandard against whi;ch future ri-:s k assessments could be

conducted. Th us, as concerns arose during the project,

NAVDAC focumentsd them and considered ways in. wh~ch the9
Process cculd be enhanced and stanlarlized. Thi-s study will'

brie --,fl1y summarize the events that occuzrzed luri.ng ?NOCIS
risk assessment, shcw how NAVDAC monitored and ccnt-rclled

the whcle process, and describe how IAVDAC has s tr ea m I n e d
the system to facilitater contractor support or, any acti-vi-

ty's risk assessment.

4. Prei inary Efforts

NAVrAC's first priority In a s s s tig FNOC was to

gather a pool of personnel whose techrnical zexper-tise would
facilitate the project. Tc this end, FN4OC wai, -,cvidesd a

4copy of NAVDACINST 5230. 1 A, "Procedures -'r Raquestznc
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Figure 3.1 DON/ADP security Organizational Relationships.

Ser-vices f--cm Navy Regional Da ta Automaticn Centers

(NARDACs)". FNOCs task was to generats a lstter requesti,.ng

technical support services from NARDAC, San Francisco.

Included in thijs letter- was information pertaining to
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project title, requestIrng command, type of request, obj zc-

tives, security classification, and fundang. Identifying

the source of the funding is an important considaraTicn in

requesting NARDAC servicas. "Commencing --n fiscal year 1982

all Navy customers of a NAREAC, excep-s Navy -Industrial Fund

Activities, will be supported on an entirely mi-sion funded

basis...Urprcgrammed costs which cannot be accommodated will

bs subject of discussion between the NARDAC iand the customer

to determine if other means of f un di4ng a= a available"

[Ref. 34]. In this situation, FNOC had budgeted $100K for-

the risk assessment Froject, and the- NARDAC had no funds

avai'lable. It was thus deter-mined that FNOC wculd rem-t "is
$10OK to the NARDAC, who along with N1AVDAC, would use the:

funds -:c ccver the costs of thea government's technical

suppcrt personnel and the ccntrac-or's fees.

Cnce the method of funding had b-sren datermined,

NAVDAC sent technical experts frcm the NARDAC, NAVELEX, and

NESEA (Naval Electrcnics Systems Engineering Acti-vity) to

FNOC to discuss the program with AD? Security p ers onnel

These personnel outlined the project and generated a docu-

ment cn FNCC's computer assets for use by the ccrtractcr.

NAVEAC, in the meantime, was using inpu-ts frcm t his group to

generate a plan of action and milestones that the corntractor

would be expected to follow.

5. li~e Cotrc

NAVIEAC handled all the =siuireamants for negotiating

and awardi4ng the contract. The Jetails, however, on --:e

*nago -Iations, evaluation, selection, and award were not

available- to the authors. After the nagotiations had been

completed, the contract was awarded to Systesms Development

Corporaticn (SDC).
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B y the time the SDC personnel arrived at FNOC, thsy

had been in constant touch with the project mange: at

* IAVDAC, and were well aware of -he t-asks expectei of them.

By intem-viewing personnel from all areas of FNOC's crganiza-

tional components, revi wig computer ccnfiguraic c-

matics and documentation, penetrating computer security

vuneabliis ndmegigthem with potential threats,

they were able to assess ?NOC's security post-ure and produce

the required documentation an~d Arnnual Loss Expectancy (ALE)

figures.

6. Fuur Risk Assessment Contract-s

Since a risk assessment contract will call fcr a

study or analysis of the security aspects of an exis-cing

computer system, it will have to adhsre to the require-ments
of NAVMATINST 4200.50C which addr-esses contractor support

-cervices. If FNOC's contract was any indi-6ca tiJo n, C ut6ure

risk assessment contracts will undoubtedly exceed $50k, and

thus will1 require legal rev4.zw and approval by .. a le vel

no lowe: -than Flag or General Officer or individuals in the

Senior Exscutive Service (SES)" (Ref. 31.

In an effort tc make FITOC and -its parent command,

*Comma-der=, Naval Oceanography Command (CNOC) * more autzono-

mous : con tr actinq for futurem ADP s ecurit:y-rala t1ed
services, NAVDAC recently drafted a letter in which the

subject line reads, "Automated Data Processing (ADP)

* -;uriy Accreditati;on and Cont-raztor Assistaace". Ths

document will be invaluable to any Naval activity ccnsid-

ering ccrtract support in completing a r--sk assessment.

Although the info rmati on will not be afforded general

distribut ion, NAVDAC is amenable, to providing i t when

requested by ai Navy activi":ty. The several enclosures to -rhe

*dccumpent constitute sample ADP security contractmig docu-
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Smnts, which as NAVDAC mentions, must be tailcred -to

specific tasking requirements and coordinated with the: local

Navy Begicnal Contracting Center. NAVDAC's purpose :n -:his

effort is "...an attempt to assure that Navy activi-ies

receive quality contractor ADP securit y reports and products

for dcllars invested" (Ref. 32].

Arong the enclosures is a sample statement of work

which may be tailored and included as part of an activity's

Request for Proposal (RFP), or in NAVDAC terms, Task Orde:
or Task Request. The sample not only addresses risk assess-

ments, but also includes other ADP security areas which may

be candidates for contractor assistance : Risk Assessment

Planning, Contingency Plan Testing, and Security Training.
It is the job of an activity's ADP Secur-ty Officer to write
a task request based on the statement of work, describing

the specific area of the work required. NAVDAC's sample

work statement has specific guidellnes on the necessary

wording, including a list of military publications to which

the ccntractcr must be responsive, and a list of required

deliverables such as summary progress reports, schedule of

performance, and contract financial progress repcrts. T" e
sample work statement also includes an option to extend the
term of "he statement of work. Th1s will be renewable at

prices stated by the contractor and at the option of the
government. In addition, NAVDAC provides guidance on the

Gcver rment-Furnished Equipment and documentation tha4 an
activity should be prepareC to provide the contrac-or.
Other documents NAVEAC has included as samples are : the

Contract Security Classificat.ion 3pecification, de-ailing

the security considerations and access requiremen-s;

Ccntractcr Psrsonnel Qualifications Statement, lescribina
the minimum qualifications expect -d of the contractor

personnel assigned tc the project; Personal vs Nor.parsonal
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Services Cuestiornaire, a documer.t used by the conw.rac- izg

officer to determine whether cr nct the solicited servics is
nonperscnal; and the Contract Data Requirements List, which

-describes the required deliverables. Ths.se are all standard

requiremerts for an RFP, but they have been uniquely

tailcred for a Risk Assessment applica-ion.

As cf 28 July 1982, NAVDAC had approved six organi-

zations to be included on the Bidder's Mailing List. These

crganizations and their qualifications are shown in figure

3.2. At the time of this writing, three were qualified to

conduct risk assessments, but only two of these had DON

approval. Two of the organizations lis-zed were small busi-

nesses.

Each of these vendors will be notified of a task

request by the Ccntract Administration Office (CAO).
Vendors are required to pick up the task request within a

week cf nctification. NAVDAC refers to vendor respcns.s as

"Task Order Proposals" (TOPs). As is the case with standard

RFPs, these are -ue at a specified time and da-e.
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* 7. ~a1 Ealuatons and SelEction

Infcrmati-on requIred in a 1!OP for a risk asssscmean:

* includes "the number of man-hours by skill catesgory ty -ask

and subtask, milestone dates, travel costs, proposed pricinq

*-arrangements, personnel resumes, and technical apprcachll

[Ref. 32). The function of the activity's techni;cal evalua-

tion board, chaired by the ADP Securit ffcr woi

generally assi~gned as project manager, will be to evaluate

these factors.

NA~flAC stresses the importance o f cc-ntractzor

personnel qualifications in evaluating and selecting thes

coutractcr. Particular emphasis is olaced on p er sc-.nnel1

weighting factors, with the result that iactor-s other than

cost may weigh heavily in the selection of ona ccntractor

over another. The list of qualifica.tions for ccntractcr

perscnnel are quit- ccmprehensive. Parmicularly impor-ant,
esecalyfo-he lead person assi'gned by the contractor,

is experience in ccmputer center opera ti.ons, ADP Risk

*Assessment irethcds, system software ageneration, computer

security, te-lecommunications sscurity, and comiputer hardware

- and intserccnnections. A proposal which descrie prsnne

with less than these qualif ications may be consi-dered "non-

responsive". In order to promote con-tinuity and stabil.ity

throughout .he length of the project. , SAVDAC also encourages

- ~ considering the contractor's :espon se to the rs quire-m ent

that "150 percent of original contractor personnel a:vn

on a Navy Site to perform a risk assessment wil.L remaiz on

site for the duration of the contract" [Ref. 32).

* Evaluation of cost factors will generally be hAndlad

by -he Procuring Contracting Officer of heNavy PEgi;onal
Conratin Cntr. This will excluie considieration of the

cot f rearngthe TOP, wh-;ch, as s he casz wi;th

cost f preas54
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conventional. RPS, is doneL at p axpns of -clie CCr7ac r.

*Howaver, those prices which will be recognized include6 "a,!-
direct labor, overhead, general azid admiitrtv -epess

*plus an amount for pmofit:" (Ref. 32]. in this :egard, mosit

r rsk assessment contracts will probably be cf -he

Cost-plus-fixed-fee type. Based on NAVDAC's gen-eral

*guidance for evaluation factors and weightings, a proposed
* Inernl Sore Shet for any activi-:yls TOP evaluation :

i-ncluded as figure 3.3 . The reasoning for h disc: .ancy

between experience and past performance is as follows

*experience in all areas listed isE crucial, and while past

performance on related contracts would certainly be a

desired feature in a contractor, chances are that few willI

have dealt directly wit risk assessments (ccnsi-dering that

*they are a relatively new requirem,?nt) . race factor.s

*should constitute about 20 percent of the total weight-ing.

Atrthe cctract admnstrator has completed the nect-,a-

tions, t-be selection is made, and "a f:.nahizeI Task Order
wll be executed by the contractor and t h contra cting

officer" (Ref. 32].

B. CCNCIGSIONS

NA~tA's reognitcn of the need 'or allowira ccn-tractor

assistance in conduct.inq ccmputer ri'sk assessments is bcth

admirable and realistic. Even if an ac-civi-ty could spare

the perscnnel necessary to corduct a risk assessment, th er e

would undoubtedly be a lack of experti-sea in zhe necessary

policies and procedures. At this stage of th- game, where a
i~sk as-s11 s tl a relatively new an~d complex pheno-

menon, few people understand what i4t is, alone hcw to

conduct an assesssment. (Thibs wA.I! undoub-tedly change,

however, as NAVDAC places more and more em-.phasis on. AD?

Security trainitg).
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tI

I
1. Technical Approach -- weight 30 pciAts

a.) Understanding of Task

1.) Risk Astssm nt 0-4

2.) Netbcdology 0- -

b.) aesponsivan-ass to specifications

in Task Request 0-15

c.) Appropriateness cf approach
1.) Activity's environuent/ops 0-3 -I

2.) Activity's ccmputer configuration 0-2

3.) DON-approved risk asseassment

requirements 0-2

2. Experience -- weight 30 points

A.) Computer Center Operations 0-3 --

B.) ADP Risk assessuent methods 0-7
C.) Systam Software Generation 0-3

D.) Computer Security 0-6 __

Z.) Telecommunications Security 0-3

F.) Computer Hardware and Interconnections 0-3 --

G.) Clearance commensurate with the highest
level contained in the systom 0-5

3. Past Performance -- weight 15 points

A.) Conducting Risk Assessments 0-5

B.) Performing IDP Security-related projects 0-10 _--

4. ianageaent -- weight 20 points 0-20 -

5. Location -- weight 5 points 0-5

(with the understanding that 50% of the orignal contractor

personnel remain on site for the duration of the contrac-).

OFFIRO e

Figure 3. 3 Ccntractor Evaluation Score Sheet.
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While specific details and samples of contract docu me.-s

are available to any activity reguesting -them, 3 AVDVAC

encourages tailoring them to the activi-y's needs. As top

management, security personnel, and computer specialists
beccme mcre educated in -he risk assessment ph.ncmencn, the

need for such specific guidance will dwindle. in the mean-
tim-, gcvernment resources will be saved by avoiding the

possibility of mismanagement cf contractin; for computer

risk ssessmeii s.

5
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IV. A FBAfEORK FOR CONDUCTING & RISK ASSESSMENT AT NPGS

The repartm-t of the Navy Automatic Data Prccessing

Security Program was recently promulgated by
OPNAVINST.5239.1A on August 3, .982. The "nstuction

provides pclicy and guidance to commanding f:_icers
concerning the establishment of locai automatic data

processing (ADP) security programs. Each commaad's a-cgram

should be designed with the goal of achieving accreditation

by the appropriate designated approving authority (DAA). In

particulaz, each activity must de.velcp an activity ADP

sacurity plan (AADPSP). This plan must be approved by -the

Commander, Naval Data Automation Ccmmand (COMNAVDAC). The

AADPSP should document current security environment, estab-

lish program objectives, and outlin_ a plan of action and

milestones (POAM) for security program implsmentation. An

item that will be included in the POA1 is the completion of

a risk assessmemt. A risk assessmen- may be conducted inter-
nally if an ADP activity has the necessary expertise

Commercial assistance is available to conduct a risk assess-
ment. CCMNAVDAC maintains a list 3-f authorized contractcrs

and retains approval authority for contractor selection.

This chapter provides a framework for conducting a risk
assessment at the Naval Postgraduate School. A framework, in

-the akssnce of theory, is helpful in organizing a complex

subject, identifying the relationships between the parts and
rsvealing the areas in which further development may be

required (Ref. 35], A risk assessment at a naval activity
0 must he governed, of course, by OP'AVINST. 5239.1A. However,

this instruc-ion is ve ry broad in scope and covers the

entire ACE security spectrum. It should be he!oful to have

the nec.-ssary steps for a risk issessmenT , applied to the

Naval Postgraduate School, presented In this -ramewck.
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A risk assessment invclves a detailed examinaticn zf all

the aspects cf a ccmputer system: hardware, softwar-, sa-a,

procedures, etc. The use of these assets, that is, -h= use

of the ccmputer systems at the Naval Postgraduate School,

including the IBM 3033AP system in -the W.C. Church Comuter

Canter, va-ious mini and microcomputers in Spanag-l Hall,

and itdependent units obtained under grant by several prcf-

esscrs, spans virtually all departments and includes

faculty, s.udents, and military and clvilian staff. This

fact implies that a significant amount of cooperation

between dlfferent organizations will be required to success-

fully ccmplete a risk assessment. This endeavor requires
command attention at upper levels to impress upon all

concerned the importance with which the command views a

subject cf this nature. With this unlerstanding, a project

cf this magnitude shculd produce meaningful results which

will serve several purposes:

1) Enable the Naval Postgraduate School to proceed

successfully along the path -o ADP security

accreditation.

2) Provide documentation staring the current conditicn

of security with respect t.o the computer systems

at -the Naval Postgraduate School.
3) Provide a reference for quanti.atively evalua-ing

security countermeasures.

4) Provide a platform from which improvements in

command security posture can be built.

A. INITIAL STEPS: PERSONNEL SELECTION AND SECURITY SURVEY

The ir.itial step in undertaking this projec- is to iden-

tlfy the personnel who will participate as members of the
risk assessment ream. Exprtise from vari ous disciplineS

such as computer scie.nc., management, and admin;strative
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science will be required. Personnel selection is a vsry

delicate subject in the commercial environment. DCnn Par=kr

of the Stanford Research Institute (SRI), at th- 1977

National Computer Ccnference, criticized the concert of a

risk assessment team made up of key company pArsCnne!. A

team approach gives a relatively large number of employees a

virtual inventory of data processing vulnerabilities. It

may be prudent to have risk assessment team members partici-

pate in detailed analyses only on a need-to-know basis.

[Ref. 40 However, this situation will not pose a prcbl.m at

the Naval Postgraduate School. Given the re.latively tran-

sient nature of students and staff at this instituticn, the

following recommendations for staffing this project ar=

proposed. The position of projec- manager should be

assigned to the ADP security officer. The tasks %hich this

position en-.ails are quit- consistent with the duties of the

ADP security officer. Additionally, the participation of

students from the Computer Systems lanagsment and the
Computer Science curricula should be solicited. The

majority of the work required in this project could be

completed by students. The risk assessmenz may serve as a

thesis project for several teams of interested students.

Faculty members of the Computer Council could functnon in

the role of thesis advisors while m-"nta~ning an ac :tv

interest in the risk assessment process. The project could

be broken into three distinct phases. Students parici-

pating in these phases would build directly upon the work

accomplished by earlier students. A proposed phased organi-

zation might be:
1) Security Survey, Asset Identification and Valuation

Phase

2) Threat and Vulnerability Evaluation Phase
3) Ccmputation of Annual Loss Expectancy and Evaluation

and Selection of Additional Countermeasures Phase
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The formal assignment of personnel to th Risk

Assessment Team is accomplished by the issuance of ths Risk

Assessment Team Charter. The char, er is generated by -he

command itself and identifies those personnel who compose

the team. Since students will be participa-ing in -hs

endeavor, periodic updates to this documnt will be

required. The document lists the objectives of the -eam and

details -the authority and responsibiiity of sach perscn.

The charter also states the products which the team is

expected to produce.

The next step in the overall process is to conduct an

ADP security survey. A sample survey is listed in the ADP

Security manual [Ref. 36]. An item which will be needed to

ensure that the survey is complete is a listing of all ADP

equipient lccated at the Naval Postgraduate School. The
survey shculd encompass all equipment so that Jts -esults

can be interpreted with some degree cf confidence. The

results pzovide an indication of the current security situa-
tion and also may show how much effort will be required tc

conduct ±he risk assessment. I. should be noted that a
complete and accurate listing of all e.quipment is crucial to

the success of the overall assessment. Failure to include

certain equipment may invalidate any assessments made on
other equipment affected by missing items. The majcr ccmpo-

nents of the IBM 30331P system are listed iz an NPGS publi-

cation, "Introducticn to the Church Computer Cent-r-". Of
course, this information should be verified prior tc use in

this endeavor.
The vast majority of the users are not working with

high-value data, but rather wi-.h routine, academically

oriented material. No classified data is suppcsed to be

stored on the IBM 3033AP system. Additionally, most of the
processing done at the Church Computer Center is not in

support of fleet operations. The results of the survey
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indicate some directions for the risk assessment tc nursus.

The formal results of the survey should be compiled nd

submitted as an appendix to the risk assessment document.

The results of the survey also impact upon the risk

methodology selected. As the ADP Security manual states,

"the decisicn (concerning which methodology to use) should

be based on the complexity of the ADP environmen-. The

complexity is governed by the level of data processed,

security mode of operation, ADP system configuraicn and

location, aL- the criticality of the mission." ([Ref. 37]

There are tw methcdologies available. The most ccmmon

methcdclcgy for AD? activities is !isted in the Security

manual as Methodolgy 1. This methodology appears -to be

suitable for a risk assessment at the Naval Postgraduate
School. Methodology 1 is the standa-d methodology us-d in
most ADP environments and provides for suitable in-eraction

between threats and losses. The risk assessment conduct.d

according to methodology 1 can be divided into several

phases as shown in figure 4.1. As previously mentioned,
these phases cculd quite conveniently be assigned to

students as thesis projects. The successful completion of

each phase is well within the capabil;ties of interS-ed

students.

B. ASSET IDENTIFICATION AND VALUAION

The next phase in this process consists of asset identi-

ficat on and valuaticn. Some crucial items of information
are needed to properly complete this phase. As previously

man-icned, a complete, up-to da- list of all comput.r

system assets is required. The Computer Council is tasked

with maintaining an inventory of all hardware assets

(Ref. 38]. They should be able to provide the necessary

information in this area. Completeness and accuracy are -.he
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I I. I ASSET IDENTIFICATION
* I I AND VALUA~TION

II. ITHREAT AND
VULNERABILITY EVALUJATION I

I iii. ICOMPUTATbrON OF THZ
I ANNUAL LOSS EXPECTANCY 4

I V

IV EVALUATION AND SELECTION OFI

- .Figure 4.1 Major Steps of Method I Risk Assessment.

keys to the success of the zisk assessment. Otherwise, the
* possibility exissta oepee o ADP equipment not

*.list ed, and so not considered in the risk assessment, may

somshcw interact with equipmcent that is consi41sred. The

threat- and the associated loss may invalidate the asess-

ments mads previously on related equipmen.

The other elemen-ts crucial to this phase are the impact
value ratincs. The risk assessment team will determine the

impact value ratings. The ADP Sacurity manual givas scme9

general guidance for assigning these values. Since the

major purpose of a risk assessment is&. t!o provide a quantita-
tive base for evaluating the cost-seffectiveness of counter-

0measures, the Importance of these values canniot be

overstated. Primary input for the values associatsd with

hardware and software can probably be- provided by the

computer cenrter staff.
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There are four types of impacts fo: which each asset

must be evaluatel. These impacts -2re:

1) Modification

2) Destruction

3) Disclosure

4) renial of service

The ADP Security manual provides a conci;sa def initicr of

these impacts. Each asset must be evaluated with raspect to

these items. If an impact affect-s an asset, then a monetary

value reflecting that effect should be assigned. The i-mpact.

value rating is associated with the monetary value. This
stae wll require close coordination between -the students

evaluating the assets and those members of1 the team who

FOR CFFICIAL USE ONLY $100
PRIVACY ACT OR 31000I CONFIDENTIALI
SECRET $100000I

TOP SECRET $1000000

Figure 4.2 Sensitive Data Value Guidelines.

dztermine the asset impact value ratings. Ths ADP Security

Manual provides guidelines for the impac:. of di6sclcsure of

sestive data. These values are listed in figure 4.2.

There are standard forms which should be used to record

the asset impact and valuation studies. The appropriatsm

form for this Phase is designated OP14AV 5239/7. An example

of this fcrm is provi&ded in Appendix I.
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C. THREAT AND VULNEBABILITY EVALUATION PHAS2

The next phase in the risk assessment p-:ocess is t-he

threat and vulnerability evaluation. According to ch meth-

cdolcgy, all threats must be evaluated to estimate how cften

a "successful" attack may occur. By definition, a

"successful" attack is one that results in a d finite

adverse impact on the activity.

This phase will also require a great deal of' ccmmurca-

tion between the members of the risk assessment team and the-

staff of the computer center. For certain -hrats 3uch as

power outages, the frequency rating could be determined by

examining historical data. However, input -om -_he compu-er

center staff may prove valuable when attempting to detrmins

frequency ratings for threats which are highly technical,

such as errors in the operating system software. Each

threat must be evaluated with respect to -he same fcur

impact areas as the assets, that . modification d

-tJon, disclosure, and denial of service. For certain

threats which have never, and hopefully will never, cccur

there may be some difficulty in assigning threat frequ.n-

cizs. There is no sound statistical base for assigning

Frobahiliti.es to human behavior problems. One methcd to

approach this prcblem is to use -the Delphi technique. This

methcd invclves having di fferent inlividuals evaluate a

particular probability several times -o -each a ccnsensus.

This technique should provide a probability estimate which
may offset the lack cf a human experience base. [Ref. 41 ]

A great deal of time and -iffort will be required lurina

this phase. The more imagination which is applied tc devel-

oping the threats and their potential adverse effects, the

more accurate the final risk assessment will be. As a

result, the product will serve its purpose and hcpefully

enhance ACP security.
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The ADP Security manual provides s tist cf sev-=a I

example threats. However, this list is certainly nct all

inclusive. Threats which ars particular to the Naval

Postgraduate School computer system, such as t he vulner-
ability cf the back-up power supplies and its location on

the flight paths of the Monterey County Municipal Airport

must he considered . The scope of this risk assessment is

all-enccmpassing. Much imaginative thinking will be

required during this phase of the undertaking, however, thhe

payoff in terms cf usable output should make i- worthwhile.

The threats should be defined to minimize overlap. The

reason fcr this concern is generated by -he method of

computing the annual loss expect-ancy, which will be

addressed in the next step of this phase.

-he threat and vulnerability evalua-ions should also be

documented on standard forms. An example of this form,

OP9AV 5239/8, is enclosed in &ppendix I. The informat:on

that shculd be described for each threat includes a general

narrative about the threat. Examples of the threat should

b- listed and any ccuntermeasures which a=e currently in

effect should be noted. Also, any unique cizcums-ancs of

the ccmmand which might contribute to the threat should be

discussed.

As with tha previous phase, this portion of --he risk

assessment could also serve as a thesis project. Again,

however, it must te emphasized that close coordination

between the risk assessment team and the computer center

staff is necessary tc ensur. that every poten-tial threat is
considered and that every frequency rating represents a

realistic estimate.

After ccmpleting the asset valuation and threat evalua-

tion phases, the next step is to compute the annual .oss

expectancy values (ALE). This step provides the quantita-

tive results which will be used to evaluate adlititonal
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security measures. The ADP Security manual describes a

mechanical, fairly straight-forward procedure to dezerm'ne

these figures. The impact dollar value ratings and thes
successful attack frequency ratings interact to produce an

annual loss expectancy figure for each of the four impact

areas. The individual ALE values for each asse-t in an
impact ar.a and the individual ALE values for each threat in

an impact area should be added to produce a total ALE value

for each respective impact area. Summina the ALE values

cver the four different impact areas results in the total

ALE value for the system.

As stated in the ADP Security manual, -the ALE "repre-

sents a quantitative estimats of the pctenmial average

yearly financial lcss resulting from the modification,

destruction, disclcsure of data, or denial of services
because cf existina vulnerabilities which may perm~t identi-

fied th=eats to be realized." (Ref. 39] Or car see tnat
the types of results which are derived, namely, quarlti:tatve

figures cf annual lcss expectancy, are based -ctally upon

the estimates made in earlier phases. Fcr the ALE figures

to be meaningful, it is clear -hat a great deal of care must

be taken to develop reasonable asset valuations and impact

area dcllar ratings. Also, -Ae threat evaluation and

successful attack freauency must be consisten-, and nct exag-
gerate any particular area without justification.

D. EVALUATION AND SELECTION OF ADDITIONAL COUNTERMEASURES

After the annual loss expectancy values have been calcu-

lated, the evaluaticn of additional countermeasures can be
conducted. The procedure involves datermining whether the

additional countermeaur.s would benefit the overall security

posture and result in a decrease in the annual loss expec-

tancy value. Cost-effectiveness is the crireria for
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decisio-making when consider, n 4 n.diina one~

sur as. Essen tially, every count srmeasure must be -3val ia ted

* to determi6ne if the :eduction in the ALE is greater- than the

cost of installation ana implementation. Co unt-3r me a sure s

may be directed agaInst specific threats. Some software

countermeasures include the establishing of audit t ra.is,
the use of unique password/aut#6henti;cat: on processes, and the

*imposition of some type of residue control to clear ssns.4i-

tive information which the operating system alicus tc remain

in resource sharing storage. Some hardware counte-rmeasure

include them emplc.ymentof protec-t-4cn state variablrvs, memcry

protect-4cn Kechanisms, and the use, of i-nterruption resistant
power supplies. These arts merely a few examples of counter-
measures %hich can be utilized to iJmprove= security. They

may be such that the successful frequency attack ratings in

*several impact, areas are af fectead.

The Frocedurq for evaluating additional countiermeasur-es

consists of six steps:
1) Ccuntermaasur-3s which can regduce :ie vulnerabilitie

of those assets whi.ch currently have the hi-gher annual
loss expectancy values should be considesred firt

2) The vulne-rabilitias which would bs reduced or eii

natd y mpemntng additi:onal countermeasures shculd
be 4dentified.

3) Assuming that the countermeasure i:;s implemented, zhe

F rojected successful. attack fresquency ratings for each
area should be listed.

4 ) A projected ALE for each th resat affected by the

countermeasure should be calculated by i-mpact area.

*5) The projected ALE shouli ba subtracted from th e

current ALE to show the savings possible by imple-
menting the proposed countermeasurTe.

6) The ALE savings In each Impact area should be summed

*and then d-ivided by the annual cast of the ccuntermea-

sure tc get the Set ura-on-Invsst m-nt (ROI) . [Ref. 42]
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Again, there is a specific formi provided to parf::in tnse

calculaticns. An example of this form, OPNAV 5239/10, 4is

given -n Appendix I.
Te etr-on-Inesment figure is imtortant inP the

selecticn of which additional. countermeasure to itrplement.

This salectiLon process occurs in an incremental fashion. As

countermeasures are implemented, they affect the overall

security Fosture of the entire computer cenmaz. This effect

is realized in a different ALE value. Since chaniges in the

IALE will cause a ccrrespondi-ng chiange in the Rol fcr a

particula: countermsasure, the countermeasures must be

considered singly.

The countermeasure with the highest ROt :.s consi dered

first. Then, the countermeasure with the next higher ROt is

evaluatzed with the new ALE resulting frmimplemeatati1on of

the previcus countermeasure. This procedure is continued as

*long as terespective ROI remains greater than cne. The

countermeastres with ROt's greater tChan one may be ranked

according to their respective values. A plan to iiplement

*these countermeasures, within budgetary lmitations, may

then he determined.

The situation may cccur where hige utoiy iet

tha crancuer asres ba implemented. tn that case,

these countermeasures may take pLrriry fo: implementation

regardless of their BCI.

0
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V. AUOMATED VS. MANUAL RISK ASSESSMENT SYSTEMS

A. GINEBAL

At this time, no automated Or computerized risk assess-

ment merhcdclogy has been approved for use by agencies of
the Federal 3overnmenrt. This is no reflection cn the

Gov1vnmnt's lack of interest o: distrust in the product; it

is more a matter of an extremely limited market - thear = are

less than a handful of risk assessment sof-ware packages

currently available.

One of the few companies in private industry invclved in

develcping risk assessment software is Pansophic Systems,

Inc., based in Oak Erook, Illinois. AmCng the software

security prrducts the company offers a:e Panaudit, a -col

that can be used fcr ADP, financial, and statistical

auditing cf computer systems; Panexec, which can be used fcr

audi-ing, control, backup, and r ecovery measures; and

Panrisk, an automated risk assessment system for manacement,

planning. Advertisements for Panrisk boas- that it is
"...the firs- system aver zo show where to direct ycur

computer scurity effcrts with quantifiable cermainty"

[Ref. 43].

Althcugh the Panrisk system works under the same basic
framework as the manual methods advocated within the DOD, it

has a majcr drawback that greatly limits its usefulness and

applicability to government computer facilities. It is only

compatible with IBM cperating systems. However, if Panrisk -

had shown any degree of success in the market, cther

compute- vendors would have undoubtedly developed similar

systems fcr Honeywell, Burrcughs and others.
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Accordinq to its adv ertising brochure, "Basica 11y,

Panr'sk is the application of a sixpla formula to a var-4:tv

of threats whose results are aggregatsd to give a comls!ta

picture cf an organization's total loss potential over a

period of time " (Ref. 43]. The simple formula for calcu-

lating the Annual Lcss Expectancy ALE 3.s the same as that

given in FIPS PUB 65, although the -erminology used differs

somewba-:

ALE = single occurrence loss x occurrence rate

-e. impact x frequency

Skeptics might rightfully guestion using a computer

system for such a calculation. Panrisk does, however,

produce cutruts beyond a simple ALE - it can format, edit,
and generate various reports on risk information to be used

at all levels within an organization. Taus -he package may

have scme mrit in its use as a Management Information

System (MIS) cr as a Decisicn Support Sys-em (DSS). The

problems, though, arise in the input requirements. In crder

for the system to become useful, the organization must

provide -.he information on its computer resources, t.hreat

Froba =iliti.s, vulnerabilities, and loss pc-tentials. Th s
nrovisicn of such inputs constitutes -he most difficult part

cf conducting a risk assessment. Since such inputs are

largely based on intuition and experience, it cculd not bs
expected that an automated system would be able to produce

them. In general, therefore, taa marks- f- ar. automated

risk assessment will be extremely limited. In the fall of
1982, Panrisk was taken off the market for an indefinite

period of time.

In short, an autcmated system is no better than a manual

one on the input side of the Risk Assessms.at rocess.
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Furthermcre, organizations must exercise caution in ccnsin-

ering buying off-the-shelf Risk Assessment software, sincs

Risk Assessments, by their very natare, must be unicusly

tailored to an agency's needs. From the szandpoin- of a

LSS, however, an automated Risk Assessment could grealy

facilitate a user's understanding and ability to handle

budgeting and security problems.

B. A RISK ASSESSMENT AS A DECISION SUPPORT SYSTEM

An automated Risk Assessment could serve as an excellent
applicaticn for a Decision Support System (DSS). According

to Sprague and Carlscn (Ref. 44] the characteristics cf a:

effective DSS include : 1.) Support for unstructured (or

semistructured) problems; 2.) Support for all levels of

decision-making; and 3.) a combination of analytical tachni-

ques and data presentation techniques. A Risk Assessment

applicaricn should include all of these cha-acteris:ics.

Sprague and Carlson [Ref. 44] discuss three components

that make up a DSS : 1.) the dialog model, which serves as

the user interface tc the system; 2.) the data model, which

contrcls and monitors the system data bases via a da-a base

managemant system (DEMS); and 3.) -the modeling component,
which interfaces with the data and diaiag models to prfc:m

mathematical and analytical operations.

The dialcg component of a DSS is perhaps the most impor- I
tan: since, from the user's point of view, it functions as a
virtual system. Thl dialog component must De able to
support a variety cf presentations and output devices,

different inputs, dialog s-yles and communications, and

above all, must be user f.indly. [Ref. 44] For a Risk

Assessment application, -his means that the user (possibly

the ccmmand's Security Manager or ADP Secuirity Officer)
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should be able tc select the way in which he inputs zs ahe

system and the way in which outputs are displayed on h1 Is

terminal cr printer. Inputs, which may include kz.ybcard

inputs, joysticks, function keys, etc., will be constrained
by the available hardware, but outputs can have several

opticns, largely software-supported, which will cnly be

constrained by the user's and builder's imaginaticns and

abilities. Users may request that the dialog conventions

used include questicn/answer sessions, menu seaisctions,

graphical displays, and HELP facilities no aid in suppocrting

the user's knowledge base.

The data component should be able to support a variety of

data structures and types, while allowing for easy data

access and retrieval [Ref. 44]. This will require an

extremely versatile and capable DBMS, but the current

state-of-the-art is such that these requirements could be

met by a system as simple as DBASE II which is available on

most micrcccmputers. The DBMS of a .Risk Assessment applica-

tion will require that the user be provided capabilities tc

gentrate, update, and maintain data bases composed of, at-a

minimum, threat, asset, ard vulnerabilizy information.

The xcdeling ccmponent must- povide a Mods! Base

Management Sys-em (MEMS) to allow for the building and crea-

tion cf new models, model manipulation, and the marageme.n-t

of a library of models [Ref. 14]. Tae models in a Risk

Assessment rSS will be used to calculate_ ALEs for impact and
threat cazegcries, ccmpare various ALEs, and mathematically

combine and manipulate ALE figures. This component could be

handled by the programming capabil_-.ias of DASE II.
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C. DESIGN SUGGESTIONS FOR A DECISION SUPPORT SYSTEM

- I1. The Dialcq C cm._qon__n

This component should initially allow th,. user

several presentation cptions, and should be buiit such that

later refinements and enhancements cam be made with r-lative

ease. As the user becomes familiar with th-e system and
feels ccmfortable in using it, he may want to reduce the

Ssysrem's HELP facilities in favor of more spned and flexi-

bility. Initially, however, the user's knowledge base will

be small and he will Frefer to be "led :hrough" the system.

Assuming the user is at least familia with how to

initialize the system, turn the terminal on and logon, hes

4will then need to know how to make a call -:o the Risk

Assessment DSS. This should be as simple a type-in as

"Begin Risk", "lo Risk", or "Risk" followed by a carriage

return. The initial screen might look like the one shcwn in

figure 5.1. An additional option might involve moving a

cursor helcw the desired operation using a joy stick, or

selecting the operation with a light pen. Once an ope:ation

is selected, a new screen showing aidtional options within

that cperazion will be displayed. All screens beyond the

initial cne will provide "Help" options as well as opticns

to return to the main menu or end the session. The dialog
modal might also present the user with a canned list of

assets, threats, and vuln .rabiliries, such that he could

delate thcse that were inapplicable to his organization, and

add those that did apply. This would no-t cnly serve tc

incriase his knowledge base, but would also preven - a lot of

unnecessary terminal work.

Cutput reprssentatiors from the operations should

come iz a variety of formats. Bar graphs might prove to be

desirable representations since the user may want ccmpari-
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-- II I
I I

RISK ASSESSMENT DSS II I

Select the desired operation by typing the ccrrespondinglnumber fcllowed by a carriage r turn.I I

1.) Database pdate/Modificaticn ae

2.) Display a list of computer system assets
3.) Display a list cf computer threats I

4.) Display a list of computer vulnerabili-es

5.) Calculate Annual Loss Expectancy (ALE) values I
6.) End Session i

WAITING : I

Figure 5.1 Initial Screen for a Risk Assessment DSS.

sons cf various ALEs at different periods of time. Figure

5.2 illustrates the type of Output representation that miight
be providid by a Risk Assessment DSS. Similar output rpre-

sentaticrs could be constructed for the other impact areas

as well as for threats, assets, and vulnerabilities. For a

DSS cf this type, most users will desire outputs that show

compariscns of relevant information. A prioritizad list of
vu"nerabilities, for example, would show which vulnerabiii-

ties are the most ccstly in terms of ALs.

2. The Data Comolen

The Data Compcnent will be perhaps -he most difi

cult to understand and manage. A viable and capable Data
Base Management System (DBMS) will be required to maintain

the vast number of files, the large sizes cf the files, and
the links between the files. In gen-ral, an effective DBMS

should result in reduced costs of building and using - .he
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Destruction Impact Area

ALL -100 I
-80 I
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-40

1979 1980 1981 1982

NOTES: The ALE OF $63K in 1979 :ep-esents .the value
calculated for the completion cf the original ALE. I
Due- o the additicn of the High Speed Communicatzcns I
System in 1980, the increase in system vulnerabilites
brought about a proportionate increase in the ALE (Zc

Installed countermeasures lowered the ALE TO $50K in
1981. This status was retained -hrouzh 1982.
Existing plans shculd decrease -he A Z TO $45K by 1983.

Figure 5.2 Bar Graph Output Representation.

DSS, increased data ccntrol and sharing, and reduced data

redundancy. (Ref. 45] In building the D3BS for a DSS, The

designer vill chose a data model, which :s a "methcd of

representing, organizing, storing, and handling da-a in a

computer" [Ref. 46]. The -th-ee ?azts comprising a data

model include : 1.) a collection of data struc-tures; 2.) a

collecticn cf o.erations that can be applied --o the data

structures; and 3.) a collection of integrity rules that

lefine the valid states for the structures. [Ref. 46]

The data structures for a Risk Assessment will vary

depqnding cr the type of file. Separate files will, at a

minimum, be required for ccmputer assets, threats, and
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vulnerabilities. Figure 5.3 shows the fields that 1i)h bE

contained in such files. Such a field szructure, hcw-vr,

will cbvicusly result in a great deal of data redundancy.

For example, one asset will be exposed to several threats;

conversely, cne threat may affect several assets. The mcst
wasteful method would be to list every threat affec-ing a

specific asset and incluie them as par-t of a re.cord in the

asset file. Similarly, every asset atfectad by a specific

threat wculd be included as par:- of a record in -.he threat

file. A more logical method of constructing these files

would be tc link the records in each file togethe_- usin

some type of relational data base model with primary and/or

secondary keys.

hithin the data model it will be necessary to 1fin

a rslazicnship between the asset and threat files such that
it can be determined which assets are affected by which

threats, ard within which impact categories. The fields

used for this relaticr will be the IMPACT CATEGORIES(4) in
the asset file, and the ILMPACT CATE3ORIES AFFECTED(4) "n the

threat file. By defining this relation, it will be possible

to select a specific asset, link it to an appl.icable threat,

and calculate the ALE. This type of linkags could be
performed by a JCIN cperation. According to Kroenke, "The
JOIN cperation is used to ccmbine two relations. A value of

one attribute in the first rela-icn is ccmpazsd with a value
of an attribute in the second. if the two values have a

relationship specifi-d in the join operation, -hen ths

tuples of the relations are combined to form a thi-d rela-
tion." [ef. 50] Thus, an asset record and a threat reccrd

can be "'cined" by issuing a command such as:

ASSET (IMPACT CATEGORY (4) =IMPACT CATEGORY(4) AFFiCTED)THREAT
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where the value of the IMPACT CATEGORY field in .hs asstI

file is ccmpared to the IMPACT CATEGORY AFFECTED()4) fI in

the threat file. If the values of the two fields are equal,

then the two records can be combined to form a single

record. In this way, it can be determined that -he :-=ccrd

resulting from the JOIN operation contains an asset, an

applicable threat frcm a specific impact category, and the

ASSET FILE :
asset rame/asset category/dsscrLp-Lon/impact cat-gories
(4)/impact category costs(4)/

THRIAT BILZ:
threat name/descriFtion/impac- ca-tesgories affected(4)/
frequency of cccurrence/

VULBERIB;I Y FILE:
vulzerability name/description/threats exploiting/

COUNTERREASURE FILE:
countermcasure name/&escription/cost of implementing/
vuln-arabilities affecning/.hreat frequenciesaffecti'ng/

Figure 5.3 Field Layout for Required Files.

frequency of occurrence for that threat. The ALE can then

be calculated by multiplying the impac- value times the

threat -:cbability.

The operations that will be applied to the data base

files shcul! include, but not necessarily be limited to,

retrieval, update, modification, combination, and summaticn.

The dialcg component should prompt the user for the desire.d

operation, while allowing him to specify such details as

file rams, field name, etc.

The integrity rules for the field values :n the

files may be kept relatively simple. Values fo: impact
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cat=egcry may easil1y be constrained to the four categcriss of

destructicn, modification, disclosura, -and deria2-cf-

*service. Numeric values may be limited to a relatively wide

range of values w-4thin certain limits. For example,

frequency rati&ngs fox thr-eats may contain azy decimal value

between .000 and .999. ALE values for the destruction cate-

gory will be eqtal to the asset replacement cost. By -he

same tcker, no asset ALE may exceed its total replacemant

- . Cost.

3. The Mode ling Comoent

'The modeling component ~s the primary tool for

supporting many of tle activities that decision makers will,

perfcrm in the process of making decisions and solving prcb-

lems" (Ref. 47]. The decisions and problems for a Risk

Assc-ssmsnt applicat-ion will evolve about the calculati;cn of

ALES, and deterzmining the areas where the greatest ALE
reductior can occur. Thus, a library of models, consistnn1g

of permanent, ad hoc, user-built and "cannad" models

(Ref. 47] will1 have to be made available to the user. The

*.permanent mcdels, those desired by moat ussrs, might have

t1he capabilities shown in figurs 5.4. Inadition to these,
* . model generators should be a-- the disposal of the users ~

crder that they may generate and s-ruct!ure= their= own models.

Optional models that may be requested involve activitieas for

projection, deduction, analysis, creation of alternati-ves,

*compariAson of alternatives, opt; mi z a- on, and simulaticn.

(Ref. 48]

*4. Irt.egation cf Qomonnt

"The modal base and its management system must be

* *integrated with the dialog directly, t-o gi4ve the user dizrct

control cvsr the operation, manipulation, and use of modsels"

[Ref. 49). By the same token, therze must be a ti gh t
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THREAT MCDEL:
Mul~n, summation, and analysis of the ALEsIcontributed to by specific threats

!ETX4171-tributed to specific assets.

IVgjNERAEILITY IIODZL:
Ian anallI3I3rn3--Ucentage calculation of the ALEs

Scaused by specific vulnerabilities.
COUNTERMEASURE MODEL:II7~~:FE39XLE reducticns that mgtbe brogh
abcut by the implementation of specif--c onemau-z.

Figure 5.14 Permanent model Capabilities.

coupling between the modeling component and the data ccmpo-

nent. "IWith this direct linkage, models can be upda-ted as

the data values are updated, and modifiead or restructured

when the data have changed enough to require it" [Ref. 49].

The ccmponents and tbe possible linkages among them may be

depicted as in ficture 5.5.
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D. LI31TITIONS

The ccnstruction and design of the dialog and modeling

compcnents can be made with relative ease. It is in the

design and development of the data component -hat the

majority cf the difficulties will aris. This will create

additional p.blems in that a complete and capable DBMS is

critical tc the correct functioning of the dialog and
modeling components. The DSS can not funct ion without the

complete integration cf the three components.

The user is also ccnfronted with severe difficulties in

the actual construction of the databases. Whil- the

designer may be able to provide an efficient mechanism

through which databases may be created and updated, the user

may be frust=-ated in his attempts to collect the data needed
tc include in the databases.
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VI. CONCSIONS AND RECO52ENDATIONS

This thesis has examined varicus _acets of .he ccnceprs

of risk assessment. The subject is exceedingly complex and

affects virtually all segments of organizations which employ

computers tc accomplish their objectives. The multitude of

di-ectivqs promulgated by various agencies of -h. federal

government attest to the a-:tention being focused cn :isk

assessments. The quality of the direction provided in this

area is generally good; however, the instructions ar=4 orten

lengthy and sometimes writ-en in a style difficult to
follow. The most important point expressed in Chapter Two

is the realization that competent guidance concerning risk

assessments exists. The level of user awareness regarding

the availability of this guidance must be raised. As the

federal gcvernment in general, aad zhe Department of the
Navy in particular, allocate more and more funding to

computer systems resources, organizational dependence upon

computer services will grow. Zhis fact necessitates a

corresponding effort towards ensuring the3 security of

compute: systems. For example, the Naval Regional Data

Autcmation Centir, San Francisco (NARDAC-SF) allocated

several personnel in its Management Control Dsppartment to

conduct a risk assessment at that facility. Their study

resulted in a total annual loss .xpectancy for NARDAC-SF

amounting to ove- $8.8 billiou. It should be noted that an

astronomical figure like $8.8 billion in no way represents

the actual expected value of losses during a given year.

Father, it is the aggregate ALE resulting from totalling the

individual ALE's in each impact area. These figures indi-
cate the relative priorities to be placed on security

measures in different areas. Cle-azly assets evaluated at
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relative sums ol this magnitude warrant significan- s.curty

appraisals. This attention and analysis is precisei -he

driving influence behind the risk assessment irsc-.ves.

Further dissemination to the proper individuals with appro-

priate authority shculd increase security efforts in this

area.
Several aspects associated with cotracting _cr risk

assessment services were considered in Chapter Three.

OPNAVINSI. 5239.1A directs all ccmmands with computer system

assets tc ccnduct a risk assessment. The amount of effort

required tc conduct a risk assessment may force smaller

commands to seek outside assistance. Naval Regional Data

Automaticn Centers(NARDACS) are available to provide assis-

tance. However, the various NARDAC's around the country are

staffed at different manning levels, so the amcunt of ass.s-

tance each command is able to prcvide may vary. CCNAVDAC

mainmains a list of contractcrs approved to conduct risk

assessments or tc provide assistance to commands conducting

their own risk assessments.
As the f-amework for conducting a ris=k assessment a- th

Naval Postgraduate School demonstrates, the task of ac-.ually

conducting cne is cer-tainly non-trivial. Compiling a list
of all systems assets and procedures and assigning impact

values tc them is a complicated , :ime-consuming endeavcr.
Of equal difficulty is detrinin a list of all potential

threats and their associated fraquency ratings. It requires

perscnnel expe-i.nced in the areas of computer operations,
finance and administration. The computaticn of the annual

loss expectancy and its use in evaluating the potential

benefits of countermeasures is also an effort which requires

a great deal of precision and judgemen-. The ADP Security

Manal provides a reasonably c.-ar explanatior. of -hese

steps and gcod backgrcund material which is beneficial. The

manual alsc provides examples for each type of ccmputation.
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In cene.al, the emphasis currealy being divct- u -.

security and risk assessments in the Navy is very :imely and
prudent. Given the dependence of th . Navy on ccmputer tech-
nology for such services as supply processing, tracking
spare parts failure and usage rates, environmental for:e-

casting, payroll and personnel records and a myriad of cther

tasks, it is easy to imagine the hivoc wh;ch cou1d be

created if these services are disrupted. The risk assess-

ment prog:am is a pcsi-ive effort to study h s at6 of

security with respect to a command's computer systems,

quanitfying the assets and threats and using this data to

evaluate countermeasures. The cri-teria for avaluating coun-

termeasures is cost-effectiveness. The risk assessment

procedure appears to be a logical manner in which tc det- sr-
mine the relative impacts of various threats on system

assets utilizing this criteria.

It wculd be difficult, if not impossible, to quantify

the exact value of the risk assesmen- i-self. Since the

overall purpose c- a risk assessment is "o justify ccunter-

measures in order to prevent disasters, hopefully pctenzial

disas+.e=s will be aver-ed. Certainly at-enticn will be

directed tc problem areas in security. Howev-ir, even though
this process has not been quan-tified, the logic prcviding

the impetus to conduct such assessments seems weli-groundsd.

No prcc-dure in this area, however, will be successful

unless it receives a suffici.nnt amount of command attenticn.
The general tendency for most commands is to -eat the

security and :eliabileiy of computer services ir a "taken-
for-granted" manner. The magnitude of the_ pctentiai

disasters due to the loss of computer services make.s a

change in this type cf care-free atti-ude imperative. The

requirement directing all commands with computer syst-ems to

conduct a risk assessment is an important, viable means of

corrscting this attitude. It forces commands tc make a
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rational, thoughtful analysis of its systems as direc-ed by

OPNAVINSI 5239. 1A. To derive maximum profit from this

procedure, the command should ensure that all concerned

personnel are aware of the significance of conducting this
exercise. If the risk assessment procedure degenerates izto

a "paperwork drill" ccr.ducted by some personnel in the lower
levels of the command, then -the results may be virtually

wort hless.

A. SUGGESTIONS/RECONMENDATIONS FOR IMPROVEMENTS

As mentioned previously, the risk assessment at the

Naval Postgraduate School can be completed by students in
the varicus Computer Systems and aanagement curricula. This

situation wculd provide many benefits of both an academic

and practical type, not the least of which are:
1) Prcvide participating smudsnts with a fundamental

knowledge of the computer security prcblem.

2) Save the Naval Postgraduate School a considerabls

amount of money.
The remaining reccmmendations are direcmed at the larger

scale prcblem. A measure which would improve both the =ffi-
ciency and effectiveness of the. :isk assessment procedure
might be t- establish assist teams at NARDAC' thrcughcu-

the country. These teams would be available to assist

commands d=sirous cf conducting :isk assessments by

providing expertise in security areas not normally enccun-

tered by activities as part of their normal routine. Ths
estahlishment of these t-ams would serve several purposes:

1) Provide a body of experts to conduct risk

assessments and/or to provide assistance to

commands conducting them.
2) Enable ccmmands throughout the Navy to conduct

their own assessments wi-hout b-.ing forced to

ccntract for services.
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Another area which could be impr-oved is to prv m orm

definitive guidance to commands concerning the valie of
systems assets. Central agencies in Washington, D.C. such

as the Automatic Data Processing Selection Office(ADPSO) and

the Naval Data Automation Ccmmand(HAVDAC) maintain approval

authcrity and inventories of major systems throughout the

Navy. These agencies should possess data concerning the

costs of various types of hardware, software, and possibly

data. The dissemination of this data could eliminate scme

of the estimating required to get values for systems assets.

Afinal recommendation concerns ths subject of an auto-
mated risk assessment package. Chap-er Five has presented

the preliminary design for a Risk Assessment Decision

Support System. A feasibility study, conducted pe.rhaps a,:

one of the NARDAC's, might be undertakxn to assess whether a
DSS of this type would be beneficial and cost-effective on a

Navy-wide basis. To satisfI a wide range of users, this DSS

would have to be extremely user-friendly and capable of

accepting a variety cf inputs. It may be that the inventory

of Navy ccmpute: systems is so varied that this type_ of

management support aid would not be Practical on such a

large basis. However, the potential benefits cf this -col
merit scme investigation.
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APPENDIXA

EXAMPLES OF VARIOUS FORMS USED IN RISK ASSESSM~ENT

COM PUT ATIONS

This is an example of OPNAV 5239/7.

ASSET VALUATION WORKSHEET
I. ASSET NAME

Z ASSET DECRIP'TION AND JUSIFICATION OF IMPACT VALUE RATINGS ASSISIED.

3. IMPACT VALUE RATINI@ BY IMPACT AREA

0 MODIFICATION 03 DEWRUCTION 0 DISCLOSURE . DENIAL OF SERVICE

OP9WW 3197 12-92
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This is ar example of OP14AV 5239/8.

THREAT AND VULNERABILITY EVALUATION WORKSHEET
t. THREAT 14ME

2. DeSCRIPTION, EXAAWLES. AND JUSTIFICATIOM BASED ON0 EXISTIN" CDUNTERUASIM AM VULMABSILITIE5s.

~i.. [3- SUCCESSIVIL ATTACK FREOUENCT RATING BY IMPACT AREA.

0 MODIFICATina DESTRUCTION DISCLOSURE DENIAL OFSERVICE

OPNAW 5239/0 12-sai

86



This is an example of OPNAV 5239/10.

ADDITIONAL COUNTERMEASURE EVALUATION WORKSHEET

THREATS ~ ~ ~ ~ ~ 9 ANNEUAL COST csTMMs AE6

ALAI SN
CURRENT PROJECTED

RETURN ON INVIESTMENT TA

7 .TOAL

S.OELPQAONTIONAL COUNTERMEASURES
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